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THE PSYCHOLOGY BEHIND DECEPTION

ANK Negara Malaysia

and the Securities Com-

mission are constantly

and consistently re-
minding us of the numerous
types of scams out there.

They advocate a stance of “buy-
er beware” and exercise healthy
scepticism. They have produced
alert lists for us to be wary of
some of these fraudsters. They
exhort us to do business with li-
censed entities and people.

Nevertheless, we continue to
receive calls and propositions to
convince us to part with our mon-
ey, only for it to end up as some-
one else’s ill-gotten gains. Trac-
ing fraudsters is not easy in the
current muti-jurisdictional lay-
ered scenario.

We may have received phone
calls telling us that some
amounts have been charged to
our credit cards. Or the calls may
be from some government au-
thority like the inland revenue
board, the courts, the customs, or
the police, telling them that some
terrible thing is about to befall us
if we do not act quickly. Almost
all of these are pre-recorded mes-
sages, and a fitting reaction
would be to terminate the call —
immediately.

Then there are those that sound
a bit more convincing because
these are not taped calls to sound
even more convincing, they are
able to quote details about us, like
our address or our identification
number.
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The fitting response would be
to hang up and call back the en-
tity involved to clarify.

In an ever-evolving digital
landscape, scams continue to
adapt and exploit unsuspecting
individuals. From phishing
emails to investment fraud,
scammers employ various tactics
to deceive people. Understand-
ing the latest scams and the psy-
chology behind why people fall
for them is crucial in building
resilience against such threats.

Phishing attacks: Phishing
remains a prevalent scam, with
attackers using deceptive emails,
messages or websites to trick peo-
ple into revealing sensitive infor-
mation. These messages often
appear legitimate, imitating rep-
utable organisations or individ-
uals. People fall for them due to
the clever use of social engineer-
ing, exploiting trust and urgency
to prompt quick actions.

Crypto scams: As the popu-

larity of cryptocurrencies rises,
so do scams associated with
them. Fraudsters may create fake
cryptocurrency exchanges or in-
vestment opportunities, promis-
ing quick and significant returns.
The allure of easy wealth, cou-
pled with a lack of understanding
of the complex crypto world,
makes individuals susceptible to
these scams.

Social media scams: With bil-
lions of users on social media
platforms, scammers exploit
these networks for various
schemes. Fake profiles, romance
scams, and fake giveaways are
common tactics. The desire for
social connection and the

promise of exclusive opportunis-

ties make people more likely to
engage without verifying the le-
gitimacy of the source.

Tech support scams: Tech
support scams involve fraudsters
posing as technical support
agents, claiming that the victim’s
computer has a virus or security
issue. The fear of losing data or
compromising personal informa-
tion often drives individuals to
comply with the scammer’s in-
structions, leading to financial
losses or identity theft.

Impersonation scams: Scam-
mers may impersonate govern-
ment officials, law enforcement,
or utility providers, creating a
sense of urgency to extort money
or sensitive information. The fear
of legal consequences or service
disruptions prompts victims to

act hastily without proper veri-
fication.

Understanding the
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Emotional triggers: Scam-
mers exploit emotions like fear,
greed, and curiosity to manipu-
late their targets. Phishing emails
often create a sense of urgency,
prompting individuals to act
without careful consideration.
Emotional responses can over-
ride rational thinking, making it
easier for scammers to succeed.

Lack of awareness: Many vic-
tims fall for scams due to a lack of
awareness about the latest tac-
tics. Scammers adapt, using so-
phisticated techniques that may
go unnoticed by individuals who
are not updated on current scam
trends. Awareness campaigns
and education are essential in
building resilience against evolv-
ing threats.

Trust in authority: People
tend to trust figures of authority,
whether it is a government of-
ficial, a bank representative, or a
tech support agent. Scammers
exploit this trust by impersonat-
ing such figures, leading individ-
uals to believe the information
they receive is legitimate. Veri-
fying the identity of the person or
organisation is crucial in avoid-
ing such scams.

Desire for quick gains: The
promise of quick and substantial
gains is a common tactic in in-
vestment scams. The desire for

financial success can cloud judg-
ment, leading individuals to in-
vest without conducting thor-
ough research. Understanding
that genuine opportunities re-
quire careful consideration can
mitigate this risk.

Social connection and influ-
ence: Social media scams often
leverage the desire for social con-
nection and the influence of
peers. Seeing others engage in a
seemingly beneficial opportuni-
ty creates a sense of “FOMO”
(Fear of Missing Out), driving in-
dividuals to participate without
questioning the legitimacy of the
offer.

Combating scams requires a
multi-faceted approach that in-
cludes awareness and under-
standing of the psychological fac-
tors at play. Individuals must stay
informed about the latest scams,
develop a healthy scepticism and
prioritise verification over imme-
diate action.

Education campaigns, cyberse-
curity measures and promoting a
culture of cautious online be-
haviour are essential compo-
nents in the ongoing battle
against scams. By addressing the
root causes and psychological
triggers, society can collectively
build a more resilient defence
against the ever-evolving land-
scape of fraudulent activities.
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